
Annual 47 C.F.R. § 64.2009(e) CPNI Certification Template 

EB Docket 06-36 

Annual 64.2oo9(/l) CPNI Certification for 2012 coverir19 the prior call1ndar year 2011 

1 Date filed January 30, 2012 

2 Name of company(s) covered by tllis certification W.ATCH TV Company 

3. Form 499 Filer ID: 827573 

4. Name 01 signatory: Thomas N. Krlippen 

5. Title 01 signalory: Vice President 

6. Certilic<ltion: 

I, Thomas N. Knippen certify that I am an officer 01 the company named above. O\Ild 
acting as an agent ofthe company, that I have personal knowledge that the comp~ny has 
established operating procedures that are adequate to ensure compliartee with Ihe 
Commission's CPNI rules. See 47 C.F.R § 64.2001 at seq 

Attached to this certifICation is an accompanying statement explaining h(lW the 
oompany's procedures ensure that the company is in compliance with the requirement~ 
~nGluding those mandating the adoption of CPNI procedures, training, record keeping, ~nd 
supervisory review) set forth in section 64.2001 et seq. of the Commission's rules 

Tile company has not taken actions (i. e., proceedings instituted or ptltiticns filBd by a 
oompany at either state commissions_ the court system, or at the CommissiDn against data 
broke~) against data brokers in the past year 

The company has rIO! received oustomer complaints in the past year concerning the 
unauthorized release of CPNI 

Attachments: 

that the above certification is consistent with 47. 
O\Ild accurate statements to the Commission. Tile company 

I r I r 
nt action. 

Accompanying Statement explaining CPNI procedures 
Explanation of actions taken against data bro~ers (if applicable) 
Summary of customer oomplaints (if applicable) 





\V.A.T.ca TV CO).fl'A1'I-Y 
STATEMl:jl\l m' CPi'l1 l'RQCF.DIJRES 

WAT.CH TV Cc.lllIJl~IlY has cf~atCll a CP,"I Policy Handbook LDntaining the following 
procedures thar it Im~ adoptCll to <:<1S11r. th. protee.tion of ePN!. TIl<: h~ndbook ocstribes our procedures 
in gr~oter detail and proyid.s pradical gtlhlaIlCC on how to prol:c<:t ~g~.inst ull~uthori/~d disclcn;ur~ or nse 
of ePN!. The lmndbook i.e< ili,Lribu!cd to our C1llplo)'e~s during traini'¥,!, and ""ryes as an important 
rd;:r.ne~ tool for ou,- ""'pioyu,_ 

Ibn- to Protect CI';iI 

\Ve a, a conllllUlucatiUll!l C'JlllpalUCs rccog"izQ QUr dtlty to protect cu,tome r ePN! \V~ rn:w wI 
&~clos~ ePN I to ullauthonzoo """"''''_ oor llIay W~ IISC CP}I! in ccrta in w(1),s without conS""'t from our 
ClL';t~_ Befor~ W~ "'Ill provioc customers with tkir own CPNI_ we must authenticate the ~~"WllleL 

\\'e ,<'Cogni"" that there are a Ii"" =~, III winch wc can d isc10sc ePN I without first obt,.'ining 
c",llIn;;r ~ppIO\'al 

1_ ;\dmjnijlrati,.e ~5C' We ma)-' us~ ePNI to inmate, ,cllder, bill am} 0'011,,0'1 for 
con")lu"ieatiCH1~ service" 

2. Pro\ycliun ofsnp'\;;r nN1 third j.lO~: We may u,e Cl'N! to proteC"t ili<: intc.'Ie"l, of our 
compame,_ me.!> a, to prevent fr~ud or ilk!?,,1 usc of our ~yskm;j Ulld network. Employees are notifioo of 
ili<: 'l~>,' 10 (nk, if any, in these tlOrts or Sit"ilti(J!1S, 

3_ As required by law: -W~ may disclose CPNI ii' we are r.:quir..:! to by law_ mch a, through 
Icgu.l proce;;s (subjX>enas) or in r~'ponse to requ",1' by law CIlfor~cmcnt. J'wploy\."Cs al\' '\OIi 1100 of any 
st~p' they rrmst take in the,e ,ilumru_ 

Our Own Use Oem1 

-INc may IlSC CPN1 to provide or mark"" ,~'vi""s to our ."a'ling CU'Wll>Cl'S, \Ve undcrstan.J tllat 
II'. a.re rcquirOO to obtain custome , approval pnor lo ",ing cml;1) certai" ",a)-s, 

\-farketing 

We "tJdefstuxl that we do not noed to ""min cn,1cm<:r appro,'a! bctDrc using CP:\'1 to ma,'ld 
<eryius to our existing customers willlln lhe categories or s~rvicc to which the customer already 
,"b,crit",,_ 

Vi~ 1Ill<k.-rsrand that we nl~y not. ",se CPNlto market ,ervices tlmt an; in a ",rvle<.; ""legOIY 10 
wll iell t.he customer do:s not already snbscnoo without CIJ'Wmcr apprQ}:~l. 

Vic IInocrstand t!1(1t we CUllllot use CPl\l to solicit a cu,tomerto add ~ n~w c<'le3oI)' ofscrvice 
without 11 cst obtaining the custom"r', approval 

Vic also unde rstand that we do not nu;d clLslUIrK,'f conscnt bdofC \l~ing CPN I to marht "adcillnct
to-bacic" , er.1ces such as sp<.X<l dialing, complLkr-provided directory assistane-e, call mOlUtoring, call 



tracing, ~all blockin~ call retunL feJli'at dialing. call trading, call ",ailing, caller In, caU furwardi "g, ~nd 
c~rtain c=ex fe"lures 

w~ undentand that W~ may nol U>K: CI0-1 to illilllify or track cllslD!I)erS (l'at call coHOpo,:ting 
ser\~c<) provikr,_ 

We regularly revi~w om marketiug pIac!i""s to dclmuiu" wh"n ,ux{ how CThl is u~ed within the 
COl.upani~<, and whether CrN! " b\;ing Ih",'<';c) with otlh'r mtiti~s. W~ ~ Iso r~vi~w new marketing or &al., 
cwnpaigns to cnsu'. complianu with tt..,,,, CrN! ]>Olici'" and Witlllhr.o FCCs CrN! regulations_ W~ do 
nO{ ,har~ CPN! with any affiIial~' or llIh<:r thml panic>_ 

''Ie "nd~',ta'><1 that we do rIOt n~M c·usto",,,,. appro"al to u," CrN! to provide erE and call 
on>w.ring, yoi"", m,.,l or messagiug_ voiee ,wrage and r~lrj.eval S~'H'l<.:Cj, fux store Wld ton,·an1, a!><1 
protOCfJI c(JIlVeLlicn 

J.lthen1j~illing CustQmer~ !leforr Oi.closing O'!>; I 

\V~ understand that w~ ~N 'cq"ir~d tD objectively determine that our custom~rs ar~ who th" y say 
Il",y arc belo,. disclosing CPNI to th"", 

\V~ understand that. w~e" a custome' calls, w~ may not rel"as~ mil detail inl,'>rmation_ or 
information 'elating tD the transmission of specific rekphm'" calls until "" have "blaillC:u Eh<.; aCCOlJlll 

password frmn the Cliller, 01' called the c"s~r bQc-k ~t. ti,e tekpho"" uumber of record to ell"'rtl that th., 
COl-lton"" is who sihc says ,>.-he is. Alternatively, "" may ofier to send tl,. call tklail infimllalioo. 1'0 the 
udcire." of r"",ord oc provide i! to ihc ~"'Wmn or 'Ul a"thcn,iZIXI individ,ml ," !lCfilO<' aJ\~, s/J", 11~S 
prooOlc.;O val id photo irkntifocotion at mlr offic" 

\V~ uruk-rs(ml<llh~t we lIla)' disdoo: nO<Ha/! dela;! ;,!formar;,m owr the tel"phone aft~r 
authenticating the clIstO<t1.r by call ing back th" tel~pho"" number of record, clK:clcing valid poolo 
idontiticatiou, or by mailing the informalicn lo the ",:oounl address of r~cord. 

In-1'<31011 AuthemicaljQlJ 

w~ ond¢n,tand tllot l;t.fore we can disclose Cl'NI to customer, in p~'1"ml_ ihc cu,wlller muSI 
p,."sent mbd Kowmmenl-issued ph"{,, idemiji(:(uion. The !lame on the photo i<k"tilkatio" "'ust match 
the "31ne Oil the ~ccoont Ifthe custou",,. ""nnot: pr",elll tl", required i<lmlificatioll_ W~ offi--r w provitk: 
the requested C1'l\l by sending it to (he a<.:eoonl "ddr~" of record_ 

I1dore prQviding the C P'> j to the customer. we make a copy of tllt: photo itk:nlificaticn Tbis 
C<lpy is then place<! in t:he cuswn",r', fik logdhn with a C<:!1lY oft1:J~ CPNI pmvid;;d to Il'" cu~. 
lJ;cs~ ,.;:cord> a'e th.n hpt in the customer tile in aCC<lrdance Witll 0l\I nXQru-ku:ping poliCIes. 



If the cuslOnK,-T Ieq,,~s(s CPNI ihrougu r~'g" he 11m ii, or d' tllC cu,to'rn:r c~nn{){ comply with one of 
tk Q"tl~ntkation method, aboy", W~ send the rtXluest<Ai mforillalion to Ihe c",l<nICr' , address ofr,cord 
only 

Orlli"e.,~~= 

Allhis till1~, w~ oll;;r onlin¢ aCCOllnt ac~s.. to Ollr VolP cll~" only We pa,,,,md protect 
onlme acu" ta ePN!. All ccxi<ling c"SlCttK'fS hm'~ cstabl ishoo pn"words, and '>ow eUdtOll>C"~ ~,toblish 
pa,"word, at serVIce initiation, We do !XlI allow cu,tom" r;; to choose password, based on tl",ir r~adijy 
Mailnbk biographic.1 informatOon or aCWUllt dala 

AJi~r a custon",r has mack 3 fuiloo aU<mpt' lo I"g inw hi>Jl>CT <.JUline aC<.XlIIllt, we bl<.><:k oolin.;;; 
=ss to the account for securily purposcs, C"stol"~rs loe\oo o"t of their onlinc ilcco<,nts mll,t present 
photo id(11tificatioll at our olllc~ to regain online aC':DIlnt acc~,,_ _l'urthermor,,_ if a cu,tomer lose, or 
forget, his/l",r onlinG acc"um pas;;word, tl-.;; C",(O<t>Cf m",( pn;8<Cllt photo ;.;kntiJiCiltiO<l at OIl r ol'f'tce to 
obrain pnssword infoCiliatioil lor the O~"'O<.lm 

C ustorner Notillcal ion Qr ePN! Rights 

We provide a CP:\1 pri,-acy policy 10 all cuslw>= annually,:1S a bill insert in Ih~ Dcc~.,nb<;1' bill. 
TIll, policy provides nolifiClllion to c<1ch custo"",r or his/h~r right to restrict \lse ot; discl00ur~ ot; and 
aCCC.I' (0 that custo<''''r's CPNI, We maintain a list of all customer, who receiy"the privacy policy, the 
date on which the policy IS >ICIlt, and a cOjJy ol'tk policy in Ollr record, tor one (I) year tollQwing the 
l11~.il "'S ortk policy, W¢ provide additIonal copies of the CPN! privacy policy to all cllstcmers who 
'-"lnes! it and to all new cmlmnc"I' upon aclivatiun of scn'ICC, 

'rhe policy contains 'Ul CVl"""ll CUSWlllcr approval noticc_ Customers who do not ",ish to ~llow III 
w u"" thm CPN! 10 market scrvic.-'S o,,(,i(\c their existing se rvic~ .:ategori.,,;, or who do not wish to allow 
uS to ,har~ n",ir ePNI with affiliates, have 30 days to contact u, w lell u, lhalln :y 00 not approve "f llll' 
m e . lfw~ do oot l",ar back from llK; clLslcmcr within 30 days, wc "II(Jcrstand that ".~ ~,~ frcc to ,,~c th~ir 
ePN J lor t~c;;¢ p"rJXl'es, We llJlderstand that customers can chang~ their uplicn ut ,ury time by 
comacting m, and we noLify uur ~u'lom:.1C' of this right 

w~ maintain record, of the cu,tomer, woo r=i,·u! UK; opl-<JUI approval noli"" and nxord, of 
lhe cuSlcmcrs who cootadcd uS to opt out in accord,mc~ ,,~th our record-k~:ing policies 

We Ilndcmand Um! we lllu,t pw,'i<1e writtCil notic~ to th~ FCC within five (5) business days if 
our opl..out mcehan isms rk> not work properly to th~ degree tlmt our CU"!Olller,;' i"ability to opt out i" 
more than an anolllilly 

Trajojo.g And Di i cipline 

We traincd all of 0111' employee" r~garding the company', CPNI policie, prior to !he df(A1i,'~ 
date of the most roc~nt cp:-.n regulati()!l>, D"=h~'f 8, 2007, EIIlplo)'~'C1 arc rcq"ir~d to Mt~nd ~n ~.Ilnual 
retraining to ~nsu r~ tJl~( tky Ilnderstand tl", companies' CPN! poli""" 'ux\ 'Illy updat", to 11><= poIiCl~'_ 
New empl[)yees who wi!! a'we ac<:c'Ss W CP:\l arc lrained wi:l<.1l thc)' join tl", compauics, and (hcll atknd 
lhe n;g;ul:uly-schedul<Ai retr~ini"g s~sions, At th e conclusion of eadllraming session, emrloy"",s ar~ 



asked to lign ccrtijic~tcs statjng that Ihey uJ1(krslnJ\d thc eomp.1n)-'s CP~I polkies ~nd that theyw,lI 
comply with those policies. 

We have implemented the following di"ciplinary guidelines for ",npl"y"", who fJ.illo fullow our 
CP:\'I policK;~ 

Employ,,,,, who fiill 10 ob""n" \YAT.CH. TV Ccmpnny's ePNI 
proccdu~~ will be subj.oct to tI);; di.scipl iUM)- proccd" ,~s w.rtaillo:d in the 
\V,ATCH. TV Company HandlXJ<Jk. R",,,mis rdaling to tiri, proccs~ 
will be maintained in tllC company filc~ in WIC "ilh 0\, r '~wnl-kccping 
jXllicies. 

Ui,ciplinary record., ar~ m~intairtOO In tl", COIl1panie,' files in ,""wrd:lllC<.; ,,-jill our =ord-k",,;ping 
pOliCl~'. 

Rewrd-Ke;:ping 

We maintain the fullowing r~cord, III ollr fib for (JIle (I) ycar: 

a. Records rdating to Ih" annual mailing "f lk CUSlO\l",r CP:\'I privacy poljcy; 

b. Records of Cll,iomer approval or disapprO\'al of CP};'I liS;;;, or (hi; limitation 01' lc,'oc~tion 

th~reo( .nci 

o EmplOy<!e disciplinary ' erords. 

We n\;lintain reC<:>rds or discowroo CP:\1 h'eac1IC', not,tications to law enf<:>rcenlC!It reg,u'ding 
brruchcs, and any rcspooscs from law cllfort,1:1Th.'111 1'Cg~rdiJlg thoSoC b'-onchcs, I nOll' mes for ut ka,t tv.;o 

(2) y~an;. 

NvtjficatjOR Qf AUQIBt ChnD¥e. 

We uMentand that we are required to notify cmtou",rs wlK:1l cl"'Dg~, have OC(:!l made to 
r~~S"iord~, customer respons~s to hock-up mc~ns 01' autknticatiOll, online account'. or addresse, of 
record by mailing a notilic~tiOll to th~ account address of , . cord. 

We do not: ,ev eal t"" changed ac,count data in the llotificati(JI1. 

UUlIuthodzed DjsclQ:mre Qf CI'.'1 

We understand !hal we must rqx~t CPNr breachcs to l~w enforcement 110 lote rtl1an i>eYen (7) 
business d~ys aHcr <k'\~""ill ing the hrc"ch has occurred, by Sffiding elmmnic notificatifIl through Ih" 
link at hllp:!!",,)\' f(;(;.gov/cbICP\II(u lhe CiClllrnl reporting fueil ity, "h ich will then notity tk United 
S(aR;~ Sc~n;t Smlo;.; (USSS) aud the Feder-ill Bun;au of ItI,~'Stigation (HJT) 

We uncier,taoo that we rn.1.y oot notify custcmers or thc public of 11", bn;m;h carliiCr trum seWn (7) 
days after wc hav~ llo1ifkd Inw (:!lfOr~-,;mcnl through the e~'1JIral ICporting Ihc·ility. If we wish to not ify 
customer; or tk Pllhlic· immooiatdy, whe re we feel that tl",re is "an extraordinarily urgent oood to DtlI.ify" 
to avoid "immcdiak aud incp,u'ablc hllnn:' \~ infDlm L1W el1forccmcnt or our dcsiIC to notify and 
comply ,,-jill Ltw cufmC<.;ruCllt's dircdi(JIlS 

Record, relating to ",ch notifications are kept in accord:nlc<'; wiill "ur n;cmci-kwping policies. 
1hcle rccord~ indlKlc: (il 11w dale wc iligwvcrcd rhe breach, (i i) tl);; (bl;; we t\OtiJicd law enfo,,,<,nlCnt, 



(i i i) a detaikd description or Ill;; CP:'fI brcacllcU, and (iv) (he circum.:;t:u,,,,,, of (he bread 

During lh;; course of t1", year, we ccmpiJe infOlmaticn regarding prcle,,1eT attempts to gain 
improper acce8~ to ePN!, including any brcacoc, or am::rnpl<;d brc;,clic" We mcluoc lhis infonn,uiou in 
am annual CPI\ j <XI!llp1ian~~ ~~rtificution I1kd with the FCC, 

Signed 
Vice Presidtnt j, ' : 

, -,';' / 
" 




